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1
DELIVERY OF MESSAGES IN MOBILE
COMMUNICATION NETWORK

TECHNICAL FIELD

The invention concerns in general the technical field of
communication over mobile communication network. Espe-
cially the invention concerns communication through a
messaging service in the mobile communication network.

BACKGROUND OF THE INVENTION

Short message service (SMS) is the most known messag-
ing service in the mobile communication network. It has
gained the popularity because of its simplicity to use and
there is no need to any specific applications as such in the
terminal side nor in the network side, as the SMS is carried
from the originator to the destination by using the Mobile
Application Part (MAP) of the SS#7 protocol, wherein the
Short Message protocol elements are transported across the
network as fields within the MAP messages.

Originally it was possible to transmit short messages with
160 characters, but later it became possible to deliver short
messages with more than 160 characters. In such a situation
the short message exceeding the 160 characters is divided
into multiple short messages and each of the messages are
transmitted separately and combined in the destination
address back to a one short message again. In other words,
the data exceeding the 160 characters is sent using multiple
messages, in which case each message will start with a User
Data Header (UDH) containing segmentation information.
The segmentation information comprises three parameters:
Reference number, Maximum number and Sequence num-
ber. The Reference number identifies the short message in
question, Maximum number identifies the number of con-
catenated messages related to each other and Sequence
number defines the order of the message in the sequence.
The Reference number is the same in each of the messages
belonging to the same short message packet. Generally
speaking, the UDH is part of the payload and thus the
number of available characters per segment is lower: 153 for
7-bit encoding, 134 for 8-bit encoding and 67 for 16-bit
encoding.

A challenge with the above described situation in which
one message is divided into multiple messages i.e. concat-
enated is that there is a risk that the messages, or only some
of them, get queued in the network. The reason for this may
be that one or more network elements involved in the
delivery of the message may be congested. For example,
when the short messages are originating from some network
element, e.g. a server, and transmitted from there to short
message service center (SMSC), the latter parts of the
messages are very likely to get queued because the delivery
path is slower from SMSC to a user terminal and back than
from the source to the SMSC. The queuing of the messages
in the SMSC may cause the start of so called resend schedule
of'the messages, as the source does not receive any acknowl-
edgement of the delivery of messages in due course. The
resend schedule is operator definable, but may e.g. be such
that the first resend happens after 10 seconds after the
delivery of the first message if no acknowledgement is
received. The second resend happens in 10 seconds on the
same grounds with respect to the first resent message. The
next resend may e.g. be scheduled in 30 seconds from
non-acknowledged second resent message, and so on. Thus,
one can see from above that the described mechanism to
transmit the messages is not acceptable especially in view of
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applications in which the delivery time plays an important
role. Such applications may e.g. be authentication related
services, wherein the user of a user terminal needs some
authentication information immediately when using a cer-
tain service.

Thus, some improved mechanisms are needed to solve the
above described situations.

SUMMARY OF THE INVENTION

An objective of the invention is to present a method and
a server for delivering messages at least partly in a mobile
communication network. Another objective of the invention
is that the method and the server for delivering the messages
mitigate the delivery time challenges of concatenated mes-
sages.

The objects of the invention are reached by a method and
a server as defined by the respective independent claims.

According to a first aspect, a method for delivering data
in at least two short messages being concatenated to each
other is provided, the method comprising delivering a short
message from an originating party to a destination party
through a short message service center; receiving, by the
originating party, an acknowledgement indicating a success-
ful delivery of the delivered short message from the short
message center; and delivering, in response to the receipt of
the acknowledgement indicating a successful delivery of the
previous short message, at least one other short message to
the destination party.

According to a second aspect, a server for delivering data
in at least two short messages being concatenated to each
other is provided, the server comprises a processing unit, a
memory unit storing portions of computer program code,
wherein by executing at least part of the portions of the
computer program code by the processing unit the server is
caused to: deliver a short message from the server to a
destination party through a short message service center;
receive an acknowledgement indicating a successful deliv-
ery of the delivered short message from the short message
center; and deliver, in response to the receipt of the acknowl-
edgement indicating a successful delivery of the previous
short message, at least one other short message to the
destination party.

The exemplary embodiments of the invention presented in
this patent application are not to be interpreted to pose
limitations to the applicability of the appended claims. The
verb “to comprise” is used in this patent application as an
open limitation that does not exclude the existence of also
un-recited features. The features recited in depending claims
are mutually freely combinable unless otherwise explicitly
stated.

The novel features which are considered as characteristic
of the invention are set forth in particular in the appended
claims. The invention itself, however, both as to its con-
struction and its method of operation, together with addi-
tional objects and advantages thereof, will be best under-
stood from the following description of specific
embodiments when read in connection with the accompa-
nying drawings.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates a network environment into which the
present invention may be implemented,

FIG. 2 illustrates a message flow diagram according to an
example of the invention,
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FIG. 3 illustrates an example of the method according to
the invention, and

FIG. 4 illustrates an example of a network element
implementing at least part of the method according to the
invention.

DETAILED DESCRIPTION

FIG. 1 illustrates a network environment into which the
present invention may be implemented. The environment
may comprise one or more servers 110 arranged to prove
services to customers in one or more mobile communication
networks 120. The one or more servers 110 may reside in a
mobile communication network 120 or be external to the
mobile communication networks 120, but a communication
channel is arranged between the servers 110 and at least one
network element in the mobile communication network 120.
The present invention is especially applicable in a situation
in which the server 110 is arranged to provide certain service
to customers, such as to mobile user terminals residing in the
network 120 or some other network elements, and the
communication between the server 110 and the customer,
such as a user terminal 150 is arranged through messaging,
such as through short message service.

Next, an example of the invention is described in such as
a case that the communication is happening between a server
110 and a user terminal 150 over a short message service. In
such case the user terminal 150 may, or may not, have
initiated an inquiry to the server 110 in any manner. The
server 110 is arranged, either in response to the inquiry or on
its own, to deliver data to the customer. The amount of data
is such that it shall be divided in to multiple concatenated
short messages according to short message specification.
The short messages are delivered from the server 110 to a
short message service center 130, which is a network
element in the mobile communication network 120. The
function of the short message service center 130 is to store,
forward, convert and deliver SMS messages. The short
message service center 130 is configured to determine,
among other procedural steps, a location of the user terminal
150 terminating the SMS and arrange the delivery of SMS
to the user terminal 150 through a base station 140 serving
the user terminal 150 at the time of delivery. Here it is not
described the full delivery procedure of a SMS, since it is
commonly known and standardized mechanism. There are
many more network elements involved in the delivery than
depicted in FIG. 1 and in the description herein.

As mentioned above the situation is that the amount of
data to be delivered through the above described mechanism
exceeds 160 characters, which is s the amount which can be
included in one SMS. In such a situation multiple concat-
enated short messages are created. According to the present
invention, in order to mitigate the risk of queuing the short
messages e.g. in the short message service center 130 and
thus ending up to resend scheduling, the idea is to hold the
delivery of any latter message so that it can be confirmed
that the previous short message has reached the target before
delivering any latter messages belonging to the same packet.
This can be arranged so that the source, i.e. the server 110,
is configured to wait a delivery receipt message from the
short message center 130 before initiating the delivery of
any latter messages. In practice, this may be arranged so that
when the short message service center 130 receives an
acknowledgement of the delivery of the first SMS belonging
to the short message packet to be delivered, it composes an
acknowledgement to the server 110 and the server 110
initiates the delivery of the next short message belonging to
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the short message packet to be delivered. When the last short
message belonging to the short message packet to be deliv-
ered reaches the user terminal 150, the user terminal 150, or
an application therein, is configured to compose the original
data from the concatenated short messages. As mentioned,
each of the messages contains a User Data Header compris-
ing segmentation information, which is used when reassem-
bling the messages into one long message. The segmentation
information is added to the messages in the transmitting end
and read in the receiving end. The segmentation information
comprises the Reference number, the Maximum number and
the Sequence number, as already mentioned.

The method according to the present invention is now
shortly described with a message flow diagram of FIG. 2 in
a situation in which three short messages SMS1, SMS2,
SMS3 belong to a short message packet 210 to be delivered.
In other words, the data to be delivered comprises more than
320 characters (>2x160 characters). The server is configured
to send the first message SMS1, which is delivered to the
user terminal 150 through a SMSC 130. The user terminal
150 acknowledges the receipt to SMSC 130, which in turn
acknowledges the successful delivery of the first SMS, i.e.
SMS1, to the server 110. This triggers the sending of the
second short message SMS2 and the same acknowledge-
ment procedure happens as regards the SMS2. The acknowl-
edgement of the delivery of SMS2 triggers again the sending
of the third short message SMS3 and when the delivery of
the last short message is acknowledged, the procedure ends.
The procedure as described differs from the state of the art
solution in a sense that the messages are not send at the same
time and the delivery of messages are dependent on the
delivery of at least one other message, which is not the case
with the state of the art solutions.

An example of the method according to the invention, as
seen in the server i.e. originating party, is illustrated in FIG.
3. The method starts by determining 310 how many short
messages shall be delivered. In other words, there is an
amount of data, which is to be delivered with short messages
of 160 characters from the originating party to the destina-
tion party. The number of short messages may simply be
defined mathematically by calculating, how many short
messages of 160 characters are needed to carry the data of
predetermined amount of characters. In response to the
determination 310, a first short message is delivered 320 and
the originating party is set to a state of waiting for a receipt
of successtul delivery of the first short message. In response
to a receipt of acknowledgement 330 of the delivery, it is
checked 340 if the sent short message was the last. [f yes, the
procedure is discontinued. If not, the next short message is
delivered 320 and the procedure continues as long as the last
concatenated message is delivered.

The originating party may e.g. be a server 110, as illus-
trated in FIG. 4, comprising a processing unit 410 of one or
more processors, a memory unit 420 of one or more memo-
ries and necessary interfaces in order to communicate
between the processor unit and memory unit, but also with
any external entities, such as a mobile communication
network. The internal communication can be arranged
through a data bus 430, for example. The external commu-
nication can be arranged through necessary modems 440
either for wired or wireless communication or both of these.
The memory unit is configured to store portions of computer
program code, which when executed by the processing unit,
may cause the server 110 to implement the method accord-
ing to the invention. Moreover, the server may comprise [/O
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means 450, such as keyboard, mouse, display device or any
similar implemented either directly in the server or coupled
to it.

The present invention relates also to a computer program
product configured to, when executed in the server, to cause
the server to implement at least part of the method steps as
described in the description above.

In the description above it is used a term SMS packet or
concatenated messages. Both of these refer to a situation in
which the amount of data is such that the data is to be
divided into multiple short messages, which are in relation
to each other. The relation may e.g. be indicated with some
identifier inserted in a specific data field in each of the
related messages so that the data can be composed from
multiple short messages in the destination address.

One application area for the present invention may e.g. be
so called authentication services. Therein mobile signature
service uses secure element on SIM card and MSSP (Mobile
Signature Services Server) infrastructure to provide WPKI
(Wireless Public Key Infrastructure) services to customers.
Within this service there are two major events:

1. PKI Key pair registration process where encryption

keys are send over the SMS channel, and

2. Authentication/Text signing where hash or authentica-

tion digest is sent to secure element for digital signing.

Now there are security related needs to start using even
longer keys and digests/hashs.

One SMS can carry maximum of 1120 bits of data, which
means that 7 bits is reserved per character. Now, if there is
need to use for example 2048 bit long RSA keys, the server
needs to make concatenated message train according to the
present invention to pass this through from the server to the
user terminal and thus to the secure element on SIM card.

Even if in the above description it is disclosed that the
communication is from a server to a user terminal, the
originating party and the destination party may be any other,
e.g. both are servers or mobile terminals or any combination
of these as long as the communication is, at least partly,
happening over short messages.

Some advantageous embodiments according to the inven-
tion were described above. The invention is not limited to
the embodiments described. The inventive idea can be
applied in numerous ways within the scope defined by the
claims attached hereto.
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The invention claimed is:

1. A method for delivering data in at least two short
messages being concatenated to each other, the method
comprising:

delivering a short message from an originating party to a

destination party through a short message service cen-
ter,

receiving, by the originating party, an acknowledgement

indicating a successful delivery of the delivered short
message from the short message center, wherein the
acknowledgement is transmitted by the short message
center in response to a receipt of acknowledgement
received from the destination party indicating a suc-
cessful delivery of the delivered short message to the
destination party, and

delivering, in response to the receipt of the acknowledge-

ment indicating a successful delivery of the previous
short message, at least one other short message to the
destination party through the short message service
center.

2. A server for delivering data in at least two short
messages being concatenated to each other, the server com-
prising:

a processing unit; and

a memory unit storing portions of computer program

code;

wherein by executing at least part of the portions of the

computer program code by the processing unit the
server is caused to:

deliver a short message from the server to a destination

party through a short message service center,

receive an acknowledgement indicating a successful

delivery of the delivered short message from the short
message center, wherein the acknowledgement is trans-
mitted by the short message center in response to a
receipt of acknowledgement received from the desti-
nation party indicating a successful delivery of the
delivered short message to the destination party, and
deliver, in response to the receipt of the acknowledgement
indicating a successful delivery of the previous short
message, at least one other short message to the des-
tination party through the short message service center.

#* #* #* #* #*



